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Abstract

Software engineering is undergoing a phase of rapid
transformation driven by the combined influence of agile
methods, DevOps, cloud computing, microservices
architectures and generative artificial intelligence. This article
analyses the evolution of software analysis and design
methods, compares traditional and modern approaches,
examines emerging implementation tools and discusses the
technical, human and economic challenges, with a particular
focus on the contexts of developing countries and the DRC.
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The findings point to four main conclusions:

1. Agile methods now dominate modern software
projects thanks to their ability to adapt to changing
requirements.

2. Microservices architectures improve scalability and
resilience, at the cost of greater operational
complexity.

3. Generative Al boosts developers’ productivity (code
generation, testing, documentation), but raises issues
relating to governance, security and quality.
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4. Low-code/no-code platforms accelerate application
prototyping and  delivery, whilst limiting
customisation and portability.

By 2030, organisations that combine Al-assisted software
engineering, automated DevOps, well-managed distributed
architectures and continuous team training are expected to
reap the most significant gains in terms of quality, time-to-
market and maintainability.

Keywords: Software engineering; Software analysis;
Software design; Agile methods; DevOps; Generative
artificial intelligence; Microservices; Digital transformation.

1. Introduction
1.1 Background

Software has become the invisible infrastructure of the digital
economy. Government bodies, businesses, universities and
international organisations rely on information systems on a
daily basis to manage their operations, communicate and
make decisions. This growing dependence imposes high
demands in terms of quality, security, availability and
maintainability.

Software engineering emerged to meet these requirements by
applying systematic, disciplined and measurable methods to
the development, operation and maintenance of software.
Today, the rise of the cloud, big data, DevOps and generative
Al is profoundly transforming traditional design and
development practices.

1.2 The Issue

Despite  methodological and technological
organisations face several challenges:

advances,

e The increasing complexity of distributed systems;
e Rapidly changing business requirements;

e  Cybersecurity and data protection;

e  Quality, technical debt and maintainability;

e Integration of emerging technologies;

e A shortage of specialist skills in many developing
countries.

It is therefore necessary to examine modern methods of
analysis and design, as well as emerging tools that could

269

improve the performance of the software development
process.

1.3 General objective

To analyse modern methods of software analysis and design,
as well as emerging implementation tools, in order to identify
their challenges, opportunities and future prospects.

1.4 Specific objectives

1. To present the theoretical foundations of software
analysis and design methods.

2. To examine the main modern implementation tools.

3. To identify the challenges associated with their
adoption.

4. Assess their impact on software quality.
5. Propose future directions for software engineering.
1.5 Research questions

1. Which methods currently dominate software analysis
and design?

2. Which emerging tools are transforming software
development?

3. What technical, human and economic challenges
accompany these technologies?

4. What opportunities do they open up for the future of
software engineering?

2. Literature review
2.1 The concept of software

Software is a set of organised instructions enabling a computer
system to perform specific tasks. These include, in particular:

e  System software;

e Application software;

o Embedded software;

o Artificial intelligence software;

e Web and mobile applications.



2.2 Software analysis

Software analysis aims to understand users’ needs and define
the expected functionalities. It includes requirements
gathering, functional and non-functional analysis, process
modelling and the preparation of specifications. A rigorous
analysis reduces the risk of project failure by clarifying
requirements from the outset.

2.3 Software Design

Design transforms requirements into technical architecture. It
covers architectural design (components and interactions),
detailed design (algorithms, databases, interfaces) and object-
oriented design (classes, objects, relationships).

2.4 Evolution of development methods

Table 1 — Different approaches to software development

Approach Principle Strengths Limitations
Waterfall o
SImplICIty,. Low
comprehensi | o inility in
Sequential phases ve
. the face of
documentatio
n change
V-model
Not well
Validation/verificati suited to

- . = . N Test .
: -| on associated with i changing
traceability .
. I the phases requirement
_ . s
[ — ]

Spiral
. Complexity
SRR Risk-centred Prorzii;ilve of
o iterations management managt;e men
e |
RUP
Object-oriented A structured High
framework I
methodology based A organisation
rich in
on UML al cost
artefacts

RUP (Rational Unified
Process)
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Short iterations and Adf?stzi'rll![ty’ s t?(fr?ulgfm
»»»»»»» collaboration quer ong te
i 5 deliveries discipline
e € AGILE =
el

3. Modern software analysis methods

[u.c.....d..] [s...m.o...,4 [c.....,....m] [...,o..,.m]

v v

unctional Requirement|

Figure 1: Software analysis model
3.1 Functional analysis

Functional analysis answers the question ‘What must the
system do?’ without immediately imposing technical choices.

Common techniques
e Interviews and questionnaires;
e  Process observation;
e  Participatory workshops;
e  Use cases;
e  Flowcharts and BPMN.

Use cases facilitate dialogue between users and developers by
describing the interactions between actors and the system.

BPMN to Use Case Transition

Business Process Model System Requirements Model

Model Transiotor /
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@) Atignment &P Traceability &5 value petivery
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Figure 2: Functional analysis




3.2 Object-oriented analysis 3.4 Artificial Intelligence-assisted analysis

The object-oriented approach models domain entities as Artificial Intelligence is used to:
objects with state (attributes) and behaviour (methods). The
key concepts are: o Automatically analyse textual requirements;
e  Classes: models describing similar objects; e Detect inconsistencies or ambiguities;
e Obijects: concrete instances; e  Predict project risks;
e Inheritance: re-use and specialisation; e  Generate or supplement documentation.
e Encapsulation: protection of data and invariants. These applications serve as decision-making aids: human
validation remains essential, particularly for safety,
This approach improves the maintainability and reusability of compliance and business interpretation.

code in complex systems.

Termes extraits

— recychine
food system
) — urban, food

| g N water harvesting

Fouille de textes

Explicativité
8

Intelligence Artificielle (1A)

Données textuelles

Concepls
de POO

Données hétérogenes
o
ar

E(

Figure 3: The object-oriented approach

3.3 Data-driven analysis

. . . Figure 5: Analysis based on Artificial Intelligence
With the rise of Big Data, data has become a central element g y g

of software design. The main activities include: 4. Software design methods

e  Conceptual, logical and physical data modelling;
SOFTWARE ARCHITECTURE PATTERNS

A Visual Guide to Modern Software Design

e Predictive analytics;
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Figure 4: Data-driven analysis
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4.2 Object-Oriented Design

Based on abstraction, encapsulation, inheritance and
polymorphism, it promotes reusability, maintainability and
scalability. It remains the dominant approach in modern
enterprise applications.

A

Cahier des
charges

o

Analyse Intégration

Conception Tests unitaires

Codage Mise au point

Figure 8: Object-Oriented Design

4.3 SOA (Service-Oriented Architecture)

SOA breaks applications down into services that
communicate via standardised interfaces. It facilitates the
integration of heterogeneous systems but can introduce
complex orchestration layers.
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Figure 9: Service-Oriented Architecture
4.4 Microservices architecture

Microservices take the breakdown into autonomous services a
step further. Characteristics

e Loose coupling;
e Independent deployment;
e High scalability;
e Increased resilience;
e  Frequent alignment with product teams.
On the other hand, they increase operational complexity:

observability, networking, cross-service security, distributed
data management and orchestration.
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Figure 10: Microservices architecture



4.5 Component-based design

This approach prioritises the reuse of existing components in
order to reduce development costs and lead times.

5. Modern and emerging implementation tools
5.1 Modelling tools

Tools such as StarUML, Visual Paradigm, Enterprise
Architect and Draw.io facilitate the graphical representation
of systems and communication between stakeholders.

Mastering Object-Oriented Design with Visual Paradigm @
Which is a Class Diagram?
ETe
Key Benefits

i ) Blueprint
Q mmotbo Tangatt,fed scssend E Lo, Arontiot o Igee:

eth fwaliciect cataralloncues,

Documentation

LIIJ Tenteruheg doscs), Oapriot,
sodaietyt

@ viomtiacmnisyon,

a0y oonores inetieet.

Academic Management System Example

Visual Paradigm Advantages
{6} Comprehensiv Tooset
@ User-Friendly Interface

& Advanced Features

& Colaboration Tools

%, Integration Capabites

5-Step Process

Establish
Relationships

Generate

CreateDiagram  —>  AddClasses —> Documentation

Define
Attributes/Methods

Transform Requirements into Professional UML Models Visual Paradigm

Figure 11: Various modelling tools
5.2 Integrated Development Environments (IDEs)
Modern IDEs (Visual Studio, IntelliJ IDEA, Eclipse,
NetBeans and VS Code in common practice) offer intelligent

code completion, refactoring, advanced debugging and test
integration.

© O 98
l

Figure 12: Integrated Development Environments (IDES)

eclipse

5.3 DevOps and automation

DevOps brings development and operations closer together
through automation and continuous delivery.
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Common tools
e Git, GitHub, GitLab;
e Jenkins and other CI/CD platforms;
e Docker;
e  Kubernetes;
e Ansible and Infrastructure as Code tools.
The benefits observed include more frequent deployments,

reduced time-to-production and improved operational
reliability when correctly implemented.

| -]

| \docker|

Figure 13: DevOps and automation components

5.4 Low-Code and No-Code Platforms

These platforms enable the rapid creation of applications with
little or no programming.

Table 2 — Low-Code and No-Code Platforms

Aspect Advantages Limitations

Customisation can
sometimes be limited

Reduced development

Development .
P time

Dependence on the
supplier

Initial cost Lower prototyping costs

Accessibility for non-
developers

Governance and

A ibili .
ccessibility security to be managed




5.5 Generative Artificial
development

Intelligence for software

Artificial Intelligence assistants are used for:
e Code generation;
e Test generation;
e  Automatic documentation;

e  Assistance with debugging and refactoring.

L'IA Générative
Aujourd'hui

Modeéles Génératifs ChatCPT,

L'ére De L'apprentissage
Automatique

Transformateurs

Et Grands Modeles
Percée de De Langage
L'apprentissage
Profond

GPT2 et GPT-3

Premiéres Fondations

Creatio

Figure 14: DevOps and automation

The main challenge is to transform these productivity gains
into measurable quality improvements through code reviews,
automated testing and appropriate security policies.

5.6 Software security and the DevSecOps approach

The previous sections have shown that modern methods —
short iterations, automated deployment, decomposition into
microservices, and the growing use of Al-driven code
generation — accelerate software production. However, this
acceleration shifts the attack surface: a defect introduced early
in the process now propagates to production within minutes
rather than over several weeks. Security can therefore no
longer be treated as a final validation stage, but must become
a cross-cutting life-cycle- , on a par with maintainability or
reliability in the ISO/IEC 25010 quality model (ISO/IEC,
2023). This is precisely the aim of the DevSecOps approach,
presented here as the logical extension of modern engineering
practices rather than as a separate discipline.
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5.6.1 From ‘Security by Design’ to DevSecOps

The principle of ‘Security by Design’ posits that security
properties must be specified and verified from the earliest
stages of the lifecycle, rather than added as an afterthought.
SWEBOK V4 (IEEE Computer Society, 2024) enshrines this
integration by linking security to design and development
activities, whilst the ISO/IEC/IEEE 12207 lifecycle standard
provides the process framework for incorporating security
checkpoints.

DevSecOps puts this principle into practice by extending the
continuous integration and continuous deployment (CI/CD)
pipeline described in section 5.3: in addition to quality and
non-regression checks, automated security checks are
performed whenever the code is modified. This approach of
moving checks further upstream, commonly known as ‘shift-
left’, aims to reduce the cost of rectifying vulnerabilities, a
cost that rises significantly as the lifecycle progresses (Kim et
al., 2023). DevSecOps does not eliminate security expertise;
it industrialises it and makes it a continuous process.

5.6.2 Threat modelling

Before implementing security measures, it is first necessary to
know what you are protecting yourself against. Threat
modelling is a structured approach to identifying risks, carried
out right from the design stage. The STRIDE method — an
acronym standing for impersonation, data tampering,
repudiation, information disclosure, denial of service and
privilege escalation — provides a systematic and reproducible
framework suited to engineering work.

When applied to the microservices-based e-commerce
architecture discussed in section 9.1, this framework
highlights risks that functional decomposition alone fails to
reveal. The table below provides a concise and illustrative
overview.



Table 3 — Threat modelling

STRIDE Example of a threat to the .
. Design countermeasure
Category e-commerce architecture
A service calls the payment
. service whilst Mutual cross-service
Spoofing . . -
impersonating the order authentication (mTLS)
service
Alteration of the amount of .
. . . Message signature and
Tampering a transaction passing . .
. integrity
between services
. Lack of traceability for a Centralised logging and
Repudiation - y . 99Ing
sensitive operation time-stamping
. API way and th
Disclosure Exposure of an internal riiitie Ieagfalegstt )
API without access control P p -
privilege
. Service overload due to an .
Denial of Throttling and fault
. abnormal volume of . .
service isolation
requests
. . . Fine-grained
Elevation of A service token gains ne-g -
- . . authorisation policies
privileges unauthorised rights
(zero trust)

This approach illustrates the shift in modern methodologies:
security is not an add-on, but a design constraint that guides
architectural choices.

5.6.3 The DevSecOps pipeline: automation of controls

The practical integration of security relies on embedding
automated controls within the CI/CD pipeline. Four families
of tools, triggered with every code deployment, form the
backbone of this approach:

« Static analysis (SAST) examines the source code for
structural wvulnerabilities (injections, incorrect error
handling) without executing it;

+ Dynamic analysis (DAST) probes the running
application to detect exploitable flaws at runtime;

» Software composition analysis (SCA) identifies
third-party dependencies and checks their versions
against known vulnerability databases;
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» Secret detection prevents the accidental leakage of
access keys or passwords stored in the code repository.

These checks can condition the continuation of the pipeline
via security gates: a critical vulnerability blocks deployment,
much like the test coverage thresholds already common in
continuous integration. The literature on the performance of
development organisations shows that this automation, far
from slowing down delivery, improves its stability when
properly calibrated (Forsgren et al., 2018; Kim et al., 2023).

5.6.4 Security of microservices architectures

The decomposition into microservices, presented in section
4.4 as a factor in scalability and agility, multiplies the number
of communication points and, consequently, the attack
surface. Whereas a monolithic application exposes a single
boundary, a distributed architecture must secure every inter-
service flow. NIST devotes a series of dedicated
recommendations to this issue (NIST SP 800-204 et seq.), the
key principles of which are:

« Mutual authentication (mtls) and the systematic
encryption of internal communications, often
implemented using a service mesh;

« The zero-trust model, which abandons the assumption
of a trusted internal network in favour of verifying
every request;

» Centralisation of access via an APl gateway that
enforces authentication, authorisation and rate limiting;

» Secure management of distributed secrets, stored in
dedicated vaults rather than within service
configurations.

The security of a microservices architecture therefore does not
stem from the robustness of each service taken in isolation,
but from the systematic control of interactions between
services.

5.6.5 Software supply chain security

The widespread use of third-party libraries, a hallmark of
modern development, shifts a substantial portion of the risk to
the supply chain: a compromised component upstream
contaminates all the applications that depend on it. Attacks
involving dependency confusion or the injection of malicious
code into popular packages illustrate the critical nature of this
issue.



The methodological approach is based on three key elements.
The software bill of materials (SBOM) provides a
comprehensive and verifiable inventory of an application’s
components, which is a prerequisite for any rapid response in
the event of a published vulnerability. Verification of the
provenance and integrity of artefacts, formalised by standards
such as SLSA (OpenSSF), ensures that the deployed binary
does indeed correspond to the audited code. Finally, the
integration of these controls into the pipeline itself is the
subject of specific recommendations from NIST (NIST SP
800-204D, 2024), which complement the more general
framework of the Secure Software Development Framework
(NIST SP 800-218). These measures extend the security
requirements defined at the design stage throughout the
production chain.

5.6.6 Security of code generated by artificial intelligence

The rise of code-generation assistants, analysed in the
previous sections as a major driver of productivity, introduces
a category of risks that has so far received little attention in
the French-language literature (Fu et al., 2024). Three areas of
concern are worth highlighting.

Firstly, models may suggest non-existent or misdirected
dependencies: a package name ‘hallucinated’ by the model
may be registered by an attacker, opening up a supply chain
attack vector. Secondly, the generated code frequently
replicates vulnerable patterns present in its training data,
without the developer realising the flaw. Finally, the practice
of submitting code or configuration elements to an external
assistant exposes organisations to leaks of sensitive data.

These risks do not invalidate the use of generative Al, but they
do require it to be properly managed: systematic human
review of suggestions, subjecting generated code to the same
SAST and SCA checks as manually written code, and clear
policies governing the use of assistants. The security of Al-
generated code is therefore a natural extension of the
DevSecOps approach rather than a separate issue (Fu et al.,
2024; Hou et al., 2024).
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Pipeline DevSecOps : intégration continue de la sécurité
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Figure 15: DevSecOps pipeline and security checkpoints
6. Research methodology
The study adopts a descriptive, analytical and prospective
approach, based on a recent literature review and a qualitative

comparison of methods and tools.

Sources used

Scientific publications and reference works;

Industry reports;

Case studies;

Technical documentation from major platforms.
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EXPLORATORY
RESERRCH

research

QuestionPro

Figure 16: Research methodology
Analytical techniques
e  Comparative analysis;
e  Thematic analysis;

e Triangulation between academic literature and

industry feedback.
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Figure 17: Approach

6.1 Empirical component: survey on the maturity of
practices in the DRC

In order to go beyond a purely documentary analysis and
ground the study in the Congolese context, this study is
supplemented by an exploratory survey conducted amongst
software development and information systems professionals
working in the Democratic Republic of the Congo. The aim is
to measure the degree of adoption of modern methods (agile
approaches, DevOps, microservices, application security) and
to identify barriers specific to the local context.

The survey is based on a self-administered questionnaire,
distributed online, structured into five thematic sections:
organisational profile, development methods, tools and
DevOps, security practices, and perceived obstacles. The
majority of items are measured on a five-point Likert scale,
supplemented by a few closed-ended questions and one open-
ended question. The sample, which is non-probabilistic
(convenience sample), was drawn from the authors’
professional networks and aims to include between thirty and
fifty respondents. Given this sampling method, the results
should be interpreted as exploratory trends rather than as
statistically representative measures of the sector as a whole.
Data analysis utilises descriptive statistics (adoption rates by
practice, averages) and some simple cross-tabulations, notably
between the observed level of maturity and the size of the
organisation. Participation is anonymous and subject to the
respondents’ prior consent.

7. Results and analysis

The results point to the dominance of agile approaches in new
projects, the growing use of microservices for highly scalable
platforms, and the rapid adoption of Al assistants in
development and testing activities. Low-code/no-code
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platforms are particularly effective at accelerating prototyping

and low-complexity business applications.

7.1 Estimated impact of modern practices on the delivery

cycle

Table 4 — Estimated impact on the delivery cycle

Practice

Typical observed

Conditions for

impact success
Reduced delivery time, Automated testing,
CI/CD (DevOps) increased deployment environment

frequency

management

Microservices

Improved scalability and
independent deployment

Observability, API
governance, SRE

Generative Al

Increased productivity in
coding, testing and
documentation

Human Review,
Safety and Quality
Policies

Governance, known
customisation
limitations

Low-code / no-
code

Faster prototyping and
simple applications

7.2 Assessment of modern practices against the ISO/IEC
25010:2023 quality model

To assess the impact of modern methods on software quality,
this section uses the product quality model from the ISO/IEC
25010 standard, in its second revised edition of 2023, as an
analytical framework. This revision has updated the model,
which now comprises nine characteristics instead of eight:
‘safety’ has been added as a separate characteristic, whilst
‘usability’ and ‘portability’ have been renamed ‘interactivity’
and ‘flexibility’ respectively, with the latter incorporating
‘scalability’ as a sub-characteristic. The analysis compares the
five families of practices examined in this article (agile
approaches, DevOps/CI-CD, microservices architecture,
generative Al, low-code/no-code platforms) against these nine
characteristics, in order to identify favourable effects, areas
for caution and contextual effects.

Key: (+) generally favourable effect; (—) area for concern or
unfavourable effect; (=) contextual, neutral or ambivalent
effect.



Table 5 — Summary of the assessment of modern practices
against the ISO/IEC 25010:2023 quality model

Characteristic Low-
(1ISO/IEC Agile Pé\ll%ps Microservices Genc:latlve /coNdoe_
25010:2023)
code
Functional fit + = = ~ +
Performance
- = + + + I~
efficiency
Compatibility = + + ~ ~
Ablllty to + - - - .
interact
Reliability + + ~ R =
Safety N +
Maintainability + =~ = ~
Flexibility + + + ~
Safety = = ~ R ~

Reading this matrix prompts several comments.

e Agile approaches primarily improve functional fit
and maintainability: short feedback loops align the
product with actual needs, and incremental
development encourages continuous refactoring
(Forsgren et al., 2018). Their impact on security
remains context-dependent, as delivery pressures
may cause security considerations to take a back seat.

e DevOps and continuous integration present the
most consistent profile: the automation of testing and
deployments enhances reliability and
maintainability, containerisation improves
compatibility and flexibility, and the integration of
security controls (DevSecOps, see section 5.6)
makes it a powerful driver of security (Bildirici &
Codal, 2023; Kim et al., 2023). This is the practice
that delivers the most robust quality gains.
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e The microservices architecture significantly
promotes efficiency, compatibility and flexibility
through the independent deployment and scalability
of services (Fowler & Lewis, 2024). However, its
impact on reliability is mixed — fault isolation is
offset by the complexity of the distributed system —
and security remains a key concern due to the
increased attack surface (NIST SP 800-204).

e Generative Al maximises development efficiency,
but shifts the focus of concern to reliability, security
and safety: untested code, vulnerable designs and
increased risks in critical contexts when suggestions
are not reviewed (Fu et al., 2024; Hou et al., 2024).
Its contribution to quality therefore depends heavily
on the human and automated controls put in place.

e Low-code/no-code platforms accelerate the
delivery of standard requirements and offer ready-to-
use interfaces, enhancing functional suitability and
usability. However, they have a negative impact on
maintainability, flexibility and security, due to
vendor lock-in and limited control over the
underlying code.

Ultimately, no single practice uniformly improves all quality
characteristics: each involves trade-offs. DevOps stands out
for its balanced profile of benefits, whilst generative Al and
microservices, despite their benefits, shift the risk towards
security and reliability. This finding reinforces the need for a
controlled adoption rather than an indiscriminate roll-out of
modern tools.

7.3 Exploratory overview of practices in the DRC (n = 11)

To illustrate the Congolese context, a preliminary exploratory
study was conducted in accordance with the protocol
described in section 6. Eleven professionals responded, the
majority of whom work in start-ups and small organisations
(seven teams of one to three people) that are relatively new
(all organisations have been developing software for less than
five years). Given this small sample size, the results are
presented in absolute terms and should be interpreted as
indicative trends that cannot be generalised to the sector as a
whole; they aim to identify avenues that further research,
based on a larger sample, may consolidate.

Adoption of practices. Taking into account respondents who
stated they ‘somewhat’ or ‘strongly’ agreed (a score of 4 or 5
out of 5), the most widely adopted practices are cloud hosting,
version control and security by design (eight out of eleven
respondents for each). Conversely, the automation practices



that place the greatest demands on infrastructure appear to be
the least widespread: only two respondents report having a
CI/CD pipeline, and just one uses containerisation.
Aggregated by domain, the average scores place application
security (3.7 out of 5) slightly ahead of DevOps tools (3.4) and
agile methods (3.2); this ranking, which may be explained by
the composition of the sample, remains to be confirmed.

Adoption des pratiques modernes de développement (n = 11)

Hébergement cloud 811

Sécurité dés la conception 811
Gestion de versions (Git) 811
Revue du code généré par IA 811
Politique de sécurité formalisée
Tests de sécurité

Organisation en sprints (agile)

Pipeline CI/CD

Conteneurisation / orchestration

0 2 4 6 8 10
Nombre de répondants « plutét / tout a fait d'accord » (note 4-5) — sur 11

Figure 18: Adoption of modern development practices (n =
11)

Perceived barriers. Limited budget is by far the most
commonly cited obstacle (seven out of eleven respondents),
ahead of connectivity and infrastructure (three respondents);
the other barriers — skills, governance and resistance to
change — were each mentioned only once.

Principaux freins a I'adoption des méthodes modernes (n = 11)

Budget limité

Connectivité / infrastructure
Résistance au changement
Absence de gouvernance / normes

Manque de compétences

r T T T T T T T |
0 1 2 3 4 5 6 7 8
Nombre de citations (sur 11 répondants, choix multiple)

Figure 19: Main barriers to the adoption of modern methods
(n=11)

The open-ended responses reinforce this finding and add a
dimension specific to the local context. Several respondents
attributed progress to a question of resources — one of them
felt that ‘a good budget and a well-equipped team are needed
to achieve the objectives” — whilst others pointed to
restrictions on access to digital services resulting from
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regional regulation. Finally, security was spontaneously cited
as an area requiring strengthening.

Summary. This initial overview suggests a sector where
fundamental practices and security awareness are relatively
well established, but where the adoption of advanced
engineering practices remains hampered less by a lack of
knowledge than by material and budgetary constraints. These
observations are consistent with the analysis of the challenges
specific to the DRC set out in section 9.5.

8. Discussion

The adoption of emerging technologies often improves the
speed of development and the scalability of systems.
However, the benefits are not automatic. Three points emerge
from recent literature

1. DevOps and cloud-native: the most robust gains are
seen when automation (CI/CD, laC, observability) is
coupled with organisational changes, not merely the
addition of tools;

2. Microservices: these promote scalability and
resilience, but increase the need for monitoring,

cross-service  security and distributed data
management;
3. Generative Artificial Intelligence: individual

productivity may improve, but quality depends
heavily on safeguards (code reviews, testing,
dependency management, compliance).

4. Security: the benefits of modern methods only
materialise if security is embedded throughout the
entire cycle (DevSecOps) rather than added at the
end; in particular, microservices architecture and Al-
generated code shift the risk towards security and the
supply chain.

In resource-constrained environments, the priority should
often be to standardise practices (Git, CI/CD, automated
testing, clear architecture) before adopting highly complex
distributed architectures.

This finding is consistent with the exploratory review
conducted in the DRC (section 7.3), where the adoption of
advanced practices appears to be held back more by budgetary
and infrastructure constraints than by a lack of awareness.



9. Current challenges facing modern software analysis and
design methods

The rapid evolution of digital technologies has profoundly
transformed software engineering practices. However, despite
the advances brought about by agile methods, microservices
architectures, DevOps, cloud computing and artificial
intelligence, several challenges remain and directly influence
the success of IT projects. These challenges can be grouped
into four main categories: technical, human, economic and
organisational.

Figure 20: Current challenges

9.1 Technical challenges
a) Increasing complexity of IT systems
Modern applications have become extremely complex. They
often incorporate multiple technologies, databases, web
services, APIs and cloud infrastructures.
This complexity leads to:

o Design difficulties;

e Anincreased risk of errors;

e More costly maintenance;

e Greater difficulty in
between components.

managing dependencies

For example, a modern e-commerce application may consist
of dozens of microservices communicating constantly via the
internet.
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Figure 21: IT systems — Increasing complexity
b) Cybersecurity

Security is now one of the greatest challenges facing software
engineering. The main threats are:

e Hacking;
e Ransomware attacks;
o Data theft;
e SQL injection;
e DDosS attacks;
e API vulnerabilities.
Designers must now incorporate security from the earliest

stages of development, in line with the ‘Security by Design’
approach (see section 5.6).

DENIED

COMPRENDRE

FAILLES DE SECURITE

Figure 22: Security challenges




¢) Technical debt

Technical debt refers to the accumulation of quick-fix or
temporary solutions adopted to speed up development.

Its consequences are:

e Difficulty in maintenance;

e Increased future costs;

e A decline in software quality;
e Increased risk of failure.

Companies sometimes spend up to 40 per cent of their IT
budgets on managing this debt.

Quadrant de la dette
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Q « On n'est pas assez organisé pour la st démuni lol
© gérer ;

a « Le manque de temps devient une

. excuse pour la laisser telle quelle

E dans le produit livré
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Figure 23: Accumulation of technical debt
d) Interoperability

Organisations often use systems from different suppliers.
Interoperability aims to enable:

e Data exchange;
e Communication between applications;
e The integration of existing systems.

The lack of common standards is a major obstacle to this
integration.
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Les niveaux d’Interopérabilité

Interopérabilité de
personne a personne
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Interopérabilité des
marchands

Figure 24: Levels of interoperability
e) Big Data management
The explosion in data volume presents new challenges:
e Massive storage;
e Real-time processing;
o Data security;
e Data governance;
e Infrastructure performance.

Traditional architectures are often insufficient to handle these
large volumes effectively.

Big Data Market

% .
_ N Roots Analysis
By Type of Delivery Mode, Til 2035 (USD Billion) ;)

USD 262.87 Billion

Cloud
Value in 2024
On-Premises
13.10% CAGR
Historical Trends Till 2035

13021

USD 1,019 Billion
Value in 2035

2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034 2035

Source: hitps://www. rootsanalysis.com/

Figure 25: Challenges posed by the explosion in data
volumes



9.2 Human challenges e  Software Architecture.

a) Resistance to change This shortage is driving up recruitment costs and slowing

down innovation.
The adoption of new methods or technologies frequently

meets with resistance from users and technical teams. The
causes include:

e Fear of the unknown; 49% 4£9% 4&5%
) Cloud/DevOps IA/Data Management
e Work habits; de projets
(MOA, MOE,
product owner...

e Fear of job loss;

o Difficulty adapting. 43% 34%
Développement, Gestion de projets
This resistance can significantly slow down digital test, intégration

transformation projects.

Figure 27: Global challenges in specialist skills
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Hrobac e constantly update their knowledge in order to master:

¢) Continuing professional development

e New programming languages;
o New platforms;

e New methods;

e New development tools.

| | ) TE“’S

@ Rcutus Continuing professional development is therefore becoming a
strategic necessity.

Figure 26: Challenges relating to resistance to change
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specialists in several fields:
o Artificial Intelligence;
e  Cybersecurity;

e Data Science;

LA FORMATION CONTINUE,
UNE NECESSITE STRATEGIQUE

e Cloud computing;

e DevOps; Figure 28: Continuing professional development
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d) Multidisciplinary collaboration
Modern projects involve:

e Developers;

e  Analysts;

e  Architects;

e  Business experts;

e  Systems administrators;

e Data scientists.

Coordination between these different roles is an ongoing
challenge.
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Figure 29: Coordination of multidisciplinary collaboration
9.3 Economic challenges
a) Cost of cloud infrastructure

The cloud offers numerous advantages but also entails
significant expenditure:

e Hosting;
e Storage;
e  Bandwidth;

e Managed services;

e  Security.

Poor resource management can lead to a rapid increase in
operating costs.

b) Software licence procurement
Some business solutions require:
e Annual licences;
e  Subscriptions;
e Maintenance costs.
These costs can be a barrier for small businesses.
¢) Return on investment (ROI)

Assessing return on investment remains complex.
Organisations need to measure:

e  Productivity gains;

e Cost reductions;

e Quality improvements;
e  User satisfaction.

The lack of reliable indicators can make it difficult to justify
investment in technology.

d) Funding for innovation

Research and development require significant financial
resources. Organisations must invest in:

e Laboratories;
e Training;
e  Prototypes;

e Technological trials.



DEFIS ECONOMIQUES 6 ..\..,f

Maitriser les codts, maximiser la valeur, financer l'avenir

mb[s INFRASTRUCTURES ACQUISITION DES LICENCES RETOUR SUR INVESTISSEMENT \.'o S
(o)) 1D SINCH CE MO |

L recherche ot le Giveloppement
Pcesstent des ressourcns foanciies

mais ginie également des dépemees récessitent
importantes

P—
[ p— B s e b
‘ Stockage Aocrrements o Leslaboraoires
T s 3 e ememee SN € tnomsin
& seviersmonges ) o sstction o ssrs @ Lmovon
Ces depenses pevvent.
Q s repeinerteeun obitacke 7 ’J Les enpieimantations
reoh z tmecndnscen wbmsons tochologiqs
w o @Mfici n justfc atien dos
I —— H]
A e N
ok s cs spcataral. Wy
ucerse ‘
s Of o
all - B N
BONNES PRATIQUES A RETENIR
ENJEU STRATEGIQUE

E Une gesbon éccnamicue ol
T W' estocnnclogies garamt b péruening
e 064 projes ot compatitets

des orgisatons.

Figure 30: Economic challenges

9.4 Organisational challenges
a) Governance of information systems
Companies must establish clear rules regarding:

e Data management;

e Responsibilities;

e Development standards;

e Validation processes.
Inadequate governance increases operational risks.
b) Management of distributed projects

With remote working and international teams, projects are
often spread across several geographical locations.

The main challenges are:
e Communication;
e Coordination;
e Time management;
e  Cultural differences.
¢) Regulatory compliance
Software must comply with various regulations:

e Data protection;

e  Cybersecurity;
e Industry standards;
e  Government requirements.

Failure to comply with these obligations may result in
significant penalties.
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Figure 31: Organisational challenges

9.5 Challenges specific to the Democratic Republic of the
Congo (DRC)

The DRC faces several specific constraints in the field of
software engineering:

a) Limited internet connectivity
e Poor network coverage in certain regions;
e Insufficient internet bandwidth;

o High cost of internet access.

b) Shortage of specialists

The number of qualified experts remains limited in several
advanced digital fields.

¢) Inadequate technological infrastructure

e Limited data centres;

e IT equipment that is sometimes obsolete;

e Low uptake of local cloud services.



d) Low levels of research funding

Universities and research centres often have limited resources
to:

e Carry out innovative projects;

e Acquire modern equipment;

e Participate in international programmes.
e) Digital transformation still in its early stages

Many government departments and businesses are still in the
process of transitioning to modern digital systems.
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Figure 32: Specific challenges in the Democratic Republic
of the Congo

10. Future opportunities
10.1 Al-assisted software engineering

Intelligent assistants are expected to become permanent
collaborators with developers for code generation, testing,
documentation and requirements analysis.

10.2 Partially autonomous development

Development pipelines capable of automatically generating,
testing and deploying certain classes of applications are
already emerging, under enhanced human supervision.

10.3 Quantum computing

Quantum computing could open up new possibilities for
optimisation, simulation and certain types of big data

processing, although its practical impact on everyday software
engineering remains limited in the short term.

10.4 Sustainable software engineering

The energy consumption of digital infrastructure is becoming
a key architectural consideration. Future systems will need to
incorporate environmental performance and energy efficiency
objectives.

Les usages de I'lA de code

© tabnine
Code completion

Chat

58%

& tabnine /1

Figure 33: Artificial Intelligence in a future projection of
software development

10.5 Smart Cities and Massive loT

Smart cities will require architectures capable of integrating
millions of connected devices, with stringent requirements in
terms of security, availability and real-time processing.

Figure 34: Smart Cities and Massive 10T
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11. Recommendations
For universities

e Modernise curricula (Agile, DevOps, cloud-native,
security, Al);
industrial

e Strengthen practical laboratories and

projects;
o Develop skills in distributed architecture and
observability.

For businesses
e Invest in continuing professional development;
e  Gradually adopt CI/CD, automated testing and IAC;

e Start with pilot projects before undertaking large-
scale microservices migrations;

e Regulate the use of generative Al through quality and
security policies.

For public authorities
¢ Improve digital infrastructure and connectivity;
e  Support applied research in software engineering;
o  Foster university—industry partnerships;
e Develop governance frameworks for Al and data.
12. General conclusion

Software analysis and design methods remain the cornerstone
of modern systems development, but their implementation is
being profoundly reshaped by Agile, DevOps, the cloud,
microservices and generative Al. Sequential approaches still
have a place in certain highly regulated contexts, whilst
organisations facing changing requirements favour iterative
methods and automated pipelines. Beyond this overview, the
article offers an analysis of the impact of these practices on
software quality in light of the ISO/IEC 25010:2023 standard,
an explicit integration of security throughout the lifecycle
(DevSecOps), as well as an initial field overview from the
DRC.

Generative Al represents a significant game-changer: it
accelerates coding, testing and documentation, but does not
replace software architecture, business validation, or security
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and compliance responsibilities. Productivity gains only
become sustainable when integrated into a controlled
engineering pipeline: code reviews, automated testing,
observability and dependency governance.

For developing countries and the DRC, the strategic priority
lies less in immediately adopting the most sophisticated
architectures than in strengthening the fundamentals:
connectivity, training, version ~management, CI/CD
automation, software quality and security. A gradual approach
— standardising practices, building capabilities, then targeted
architectural modernisation — generally offers a better cost-
risk ratio than a sudden transformation. Future research would
benefit from consolidating the field insights presented here
across a broader sample and from exploring the security
dimension in greater depth within these resource-constrained
contexts.

Looking ahead, software engineering will evolve towards
increasingly Al-assisted development environments, highly
automated pipelines and massively observable distributed
systems. Organisations capable of combining technological
innovation, governance and skills development will enjoy a
sustainable competitive advantage in the digital economy of
the coming years.
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